Pakistan Insurance Institute
Since 1951

U

Beyond Breach:

Deep Dive Iinto

Cyber Insurance
Coverage

July 23, 2024




Introduction

What is Cyber Insurance

Key coverages in a Cyber policy

Key Exclusions in a Cyber policy



Privacy Liability

Liability arising
from the duty to
maintain
confidentiality of:
- Personal
information, or
- Corporate
information.

Network Security
Liability

Liability arising
from the duty to
maintain
network security
for third parties.

Lawyers’ fees, expert fees and other
fees and costs incurred in the
Investigation and Defense of a

covered claim

Regulatory penalties and fines as per
applicable Privacy legislation

Media Liability

Liability arising
from harm to the
reputation,
defamation,

in
the performance
of providing
online media

Supports all
insuring
agreements to
efficiently
mitigate any
covered event.
- Emergency
Incident
Response
- Forensic
Investigation
- Breach
Notification
- Legal advice
- Public Relations
- Call Center

Cyber Extortion

Cover for
expenses and
ransom (where
insurable)

Data Loss &

Recovery Costs

=im
Business

[nterruption

Cover for Costs and lost
destruction, income due to the
lockout, or inability to access
corruption of computer systems
data, caused by: || caused by:

- Malicious Acts & Malware

- Hacking

- Unauthorized Use

- Programming Error

- Human Error

- Accidental Events

- the reasonable and necessary
shutdown of all or parts of Your
Computer System in an attempt to
prevent or mitigate the above

Key Coverages in a Cyber Policy
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Solorigate

Hafnium
Black Basta
WannaCry

Notpetya



Key
Exclusions
in a Cyber
Policy

Known Bodily Injury
Breaches or and Property Infrastructure
Incidents Damage

Natural Perils Wear and Tear

Intellectual
property

Trading Cyber Crime

Discrimination
or Employment
Practices

Government
Authority
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